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Choice of Topics

In putting together the outline of topics for this CSO text, we used many
sources. We looked at course catalogue descriptions and book outlines,
and we administered a questionnaire designed to find out what you, our
colleagues, thought should be included in such a course. We asked you
and ourselves to do the following:

= List four topics that you feel students should master in a
CSO0 course if this is the only computer science course they will
take during their college experience.

= List four topics that you would like students entering your
CS1 course to have mastered.

= List four additional topics that you would like your CS1
students to be familiar with.

The strong consensus that emerged from the intersections of these sources
formed the working outline for this book. It serves as a core CSO text, provid-
ing a breadth-first introduction to computing. It is appropriate for use for a
course embracing the AP Computer Science Principles curriculum and alter-
natively as a companion or lead-in to a programming intensive course.

Rationale for Organization

This book begins with the history of hardware and software, showing
how a computer system is like an onion. The processor and its machine
language form the heart of the onion, and layers of software and more
sophisticated hardware have been added around this heart, layer by layer.
At the next layer, higher-level languages such as FORTRAN, Lisp, Pascal,
C, C++, and Java were introduced parallel to the ever-increasing explo-
ration of the programming process, using such tools as top-down design
and object-oriented design. Over time, our understanding of the role of
abstract data types and their implementations matured. The operating
system, with its resource-management techniques—including files on
ever-larger, faster secondary storage media—developed to surround and
manage these programs.

The next layer of the computer system “onion” is composed of
sophisticated general-purpose and special-purpose software systems that
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overlay the operating system. Development of these powerful programs
was stimulated by theoretical work in computer science, which makes
such programs possible. The final layer comprises networks and network
software—that is, the tools needed for computers to communicate with
one another. The Internet and the World Wide Web put the finishing
touches to this layer, and this text culminates with a discussion of security
issues affecting our interaction online.

As these layers have grown over the years, the user has become
increasingly insulated from the computer system’s hardware. Each of these
layers provides an abstraction of the computing system
beneath it. As each layer has evolved, users of the new
layer have joined with users of inner layers to create
a very large workforce in the high-tech sector of
the global economy. This book is designed

to provide an overview of the layers,
introducing the underlying hardware
and software technologies, in order
to give students an appreciation and
understanding of all aspects of com-
puting systems.
Having used history to describe
the formation of the onion from the
inside out, we were faced with a design
choice: We could look at each layer in
depth from the inside out or the outside
in. The outside-in approach was very tempt-
ing. We could peel the layers off one at a time,
moving from the most abstract layer to the con-
crete machine. However, research has shown that
students understand concrete examples more easily than abstract ones,
even when the students themselves are abstract thinkers. Thus, we have
chosen to begin with the concrete machine and examine the layers in the
order in which they were created, trusting that a thorough understanding
of one layer makes the transition to the next abstraction easier for the
students.

Information Layer

Hardware Layer

Programming Layer
Operating Systems Layer
Applications Layer

Communications Layer



Changes in the Eighth Edition

As always when planning a revision, we asked our colleagues, including
many current users of the text, to give us feedback. We appreciate the
many thoughtful and insightful responses we received. A variety of
changes have been made throughout the book with the Eighth Edition.

The summary of the ACM Code of Ethics was changed in Chapter
4 to be a more representative set of guidelines. The laptop specification
in Chapter 5 was completely updated with the corresponding changes
throughout the discussion of hardware and software components, includ-
ing an up-to-date emphasis on solid-state disks.

Three new sections were added to Chapter 12: Cryptocurrency,
Blockchain (moved from Chapter 17 and updated), and NFTs.

In Chapter 17, the section on Fingerprint Analysis was updated to
include Facial Recognition and a new section on Two-Factor Authentica-
tion was added.

In addition, the special features throughout the book have been
revised and augmented. The “Ethical Issues” sections at the end of each
chapter have been brought up to date, addressing the ever-changing
state of those issues. Several “Did You Know?” sidebars have been
updated. Finally, the biographical sketches throughout the book have
been updated.

As with each edition, the entire text has been reviewed for opportu-
nities to improve the coverage, presentation, and examples used. Updated
(and sometimes streamlined) text throughout the book helps to clarify
the topics presented.

Synopsis

Chapter 1 lays the groundwork, as described in the “Rationale for This
Book’s Organization” section above. Chapters 2 and 3 step back and
examine a layer that is embodied in the physical hardware. We call this
the “information layer” because it reflects how data is represented in the
computer. Chapter 2 covers the binary number system and its relationship
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to other number systems such as decimal (the one we humans use on a
daily basis). Chapter 3 investigates how we take the myriad types of data
we manage—numbers, text, images, audio, and video—and represent
them in a computer in binary format.

Chapters 4 and 5 discuss the hardware layer. Computer hardware
includes devices such as transistors, gates, and circuits, all of which
control the flow of electricity in fundamental ways. This core elec-
tronic circuitry gives rise to specialized hardware components like the
computer’s central processing unit (CPU) and memory. Chapter 4 cov-
ers gates and electronic circuits; Chapter 5 focuses on the hardware
components of a computer and how they interact within a von Neu-
mann architecture.

Chapters 6 through 9 examine aspects of the programming layer.
Chapter 6 explores the concepts of both machine-language and assembly-
language programming using Pep/9, a simulated computer. We discuss
the functionality of pseudocode as a way to write algorithms. The con-
cepts of looping and selection are introduced here, expressed in pseudo-
code, and implemented in Pep/9.

Chapter 7 examines the problem-solving process as it relates to
both humans and computers. George Polya’s human problem-solving
strategies guide the discussion. Top-down design is presented as a way
to design simple algorithms. We choose classic searching and sorting
algorithms as the context for the discussion of algorithms. Because algo-
rithms operate on data, we examine ways to structure data so that it can
be more efficiently processed. We also introduce subalgorithm (subpro-
gram) statements.

Chapter 8 explores abstract data types and containers: composite
structures for which we know only properties or behaviors. Lists, sorted
lists, stacks, queues, binary search trees, and graphs are discussed. The
section on subalgorithms is expanded to include reference and value
parameters and parameter passing.

Chapter 9 covers the concepts of high-level programming lan-
guages. Because many prominent high-level languages include func-
tionality associated with object-oriented programming, we detour and



first present this design process. Language paradigms and the com-
pilation process are discussed. Pseudocode concepts are illustrated in
brief examples from four programming languages: Python, Visual Basic
NET, C++, and Java.

Chapters 10 and 11 cover the operating systems layer. Chapter 10
discusses the resource management responsibilities of the operating sys-
tem and presents some of the basic algorithms used to implement these
tasks. Chapter 11 focuses on file systems, including what they are and
how they are managed by the operating system.

Chapters 12 through 14 cover the applications layer. This layer is
made up of the general-purpose and specialized application programs
that are available to the public for solving programs. We divide this layer
into the subdisciplines of computer science upon which these programs
are based. Chapter 12 examines information systems; Chapter 13 exam-
ines artificial intelligence; and Chapter 14 examines simulation, graphics,
gaming, and other applications.

Chapters 15 through 17 cover the communications layer. Chap-
ter 15 presents the theoretical and practical aspects of computers com-
municating with each other. Chapter 16 discusses the World Wide
Web and the various technologies involved. Chapter 17 examines
computer security and keeping information protected in the modern
information age.

Chapters 2 through 17 are about what a computer can do and how.
Chapter 18 concludes the text with a discussion of the inherent limita-
tions of computer hardware and software, including the problems that
can and cannot be solved using a computer. We present Big-O notation as
a way to talk about the efficiency of algorithms so that the categories of
algorithms can be discussed, and we use the halting problem to show that
some problems are unsolvable.

The first and last chapters form bookends: Chapter 1 describes what
a computing system is and Chapter 18 cautions about what a computing
system is not. The chapters between take an in-depth look at the layers
that make up a computing system.
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Why Not a Language?

Instead of championing a specific programming language such as Java,
C++, or something else, we decided to leave the choice to the user. Intro-
ductory chapters, formatted in a manner consistent with the design of this
book, are available online for Java, C++, JavaScript, Visual Basic. NET,
Python, SQL, Ruby, Perl, Alice, and Pascal.

If the students have enough knowledge and experience to master
the introductory syntax and semantics of a language in addition to the
background material in this book, simply have the students download the
appropriate chapter. As an alternative, one or all of these chapters can be
used to enrich the studies of those who have stronger backgrounds.

Special Features

We have included three special features in this text in order to emphasize
the history and breadth of computing as well as the moral obligations that
come with new technology.

349
10.4 CPU Scheduling

Biographies

Born in 1955, Steve Jobs is probably best
known for founding Apple Computer together
with Steve Wozniak and Ronald Wayne in
1976. At the time, most computers were either
mainframes (sometimes as large as a small
room) or minicomputers (about the size of a
refrigerator), often anything but user-friendly,
and almost exclusively used by big businesses.
Jobs had a vision of a personal computer that
would be accessible to everyone. He is often
credited with democratizing the computer.

Jobs and Wozniak designed the Apple I in
Jobs’s bedroom and built it in the garage of his
parents’ house. Jobs and Wozniak sold their
prize possessions (a Volkswagen microbus and
a Hewlett-Packard scientific calculator, respec-
tively) to raise the $1300 capital with which
they founded their company. Four years later,
Apple went public. At the end of the first day
of trading, the company had a market value of
$1.2 billion.

Jobs headed the team that developed the
Apple Macintosh (named after the McIntosh
apple), perhaps the most famous of the Apple
computers. The Macintosh was the first com-
mercially successful computer to be launched
with a graphical user interfa~

"~ ~fter the launch -

Having been ousted from the
company he founded, Jobs began
another computer company, NeXT,
which was purchased by Apple in
1996 for $402 million. Not only
did the acquisition bring Jobs back to his original
company, but it also made him CEO of Apple.
Under his renewed leadership, Apple launched
the iMac, which has been described as the “gold
standard of desktop computing.”

In 1986, Jobs moved into the field of com-
puter-generated animation when he bought
a computer graphics company and renamed
it Pixar. Pixar has produced a number of box
office hits, including A Bug's Life, Toy Story,
Monsters, Inc., and Finding Nemo.

Jobs, himself a university dropout, gave
the 2005 commencement address at Stanford
University, in which he imparted the following
piece of career advice to the graduates: “You've
got to find what you love.”

In 2007 Jobs was named the most power-
ful person in business by Fortune magazine, and
Governor Arnold Schwarzenegger inducted
Jobs into the California Hall of Fame. In August
2011 Jobs resigned as CEO of Apple; he was
elected Chairman of the Board. Tim Cook took

~as CEO of Apple. Aft~* nancreatic

© e Enaip Prs

Each chapter includes a short biogra-
phy of someone who has made a signif-
icant contribution to computing as we
know it. The people honored in these
sections range from those who contrib-
uted to the data layer, such as George
Boole and Ada Lovelace, to those who
have contributed to the communication
layer, such as Doug Engelbart and Tim
Berners-Lee. These biographies give
students a taste of history and introduce
them to the men and women who are
pioneers in the world of computing.



Did You Know

Our second feature (the “Did You Know?” sections indicated by
a question mark) comprises sidebars that include interesting tid-
bits of information from the past, present, and future. They are
garnered from history, current events, and the authors’ personal
experiences. These little vignettes are designed to amuse, inspire,
intrigue, and, of course, educate.

Ethical Issues

Our third feature is an “Ethical Issues” section that is included
in each chapter. These sections illustrate the fact that along with
the advantages of computing come responsibilities for and con-
sequences of its use. Privacy, hacking, viruses, and free speech
are among the topics discussed. Following the exercises in each

Virtual games and
national security

U.S. and British spies
have infiltrated the
fantasy world of virtual
games. A 2008 National
Security Agency (NSA)
document declared
that virtual games
provide a “target-

rich communication
network"” that allows
intelligence suspects a
way to communicate
and “hide in plain
sight."*

chapter, a “Thought Questions”
section asks stimulating questions
about these ethical issues as well
as chapter content.

Color and

Typography
Are Signposts

The layers into which the book
is divided are color coded within
the text. The opening spread for
each chapter shows an image of
the onion in which the outermost
color corresponds to the current

The FISA Court

The United States Foreign Intelligence Sur-
veillance Court is a U.S. federal court that
was established under the Foreign Intel-
ligence Surveillance Act of 1978 (FISA).
The Court handles requests by federal law
enforcement agencies for surveillance war-
rants against suspected foreign intelligence
agents operating inside the United States.*
Before 2013, when Edward Snowden
leaked that the Court had ordered a subsidi-
ary of Verizon to provide detailed call records
to the National Security Agency (NSA), most
people had never heard of the FISA Court.
The FISA Court comprises 11 judges who
sit for 7-year terms. The Chief Justice of the
Supreme Court appoints the judges, without
confirmation. An application for an elec-
tronic surveillance warrant is made before
one of the judges. The court may amend this
application before granting the warrant. If the
application is denied, the government may
not take the same request toa= " ~=indge. If
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the U.S. Attorney General determines that an
emergency exists, he or she may authorize
the electronic surveillance but must notify a
Court judge not more than 72 hours after the
authorization. The USA PATRIOT Act of 2001
expanded the time periods during which sur-
veillance may be authorized.”

In December 2012, President Obama
signed the FISA Amendments Act Reau-
thorization Act of 2012, which extended
Title VII of FISA until December 31, 2017.
In January, 2018, President Trump reau-
thorized it again through 2023.

Title VII of FISA, added by the FISA
Amendments Act of 2008, created separate
procedures for targeting suspected foreign
intelligence agents, including non-U.S. per-
sons and U.S. persons reasonably believed
to be outside the United States.®

Note that the stated intent of the FISA
Court is to protect the United States as well
as the rights of U.S. citizens.

layer. This color is repeated in header bars and section numbers through-
out the layer. Each opening spread also visually indicates where the chap-

ter is within the layer and the book.

We have said that the first and last chapters form bookends. Although
they are not part of the layers of the computing onion, these chapters are
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color coded like the others. Open the book anywhere and you can imme-
diately tell where you are within the layers of computing.

To visually separate the abstract from the concrete in the program-
ming layer, we use different fonts for algorithms, including identifiers
in running text, and program code. You know at a glance whether the
discussion is at the logical (algorithmic) level or at the programming-
language level. In order to distinguish visually between an address and
the contents of an address, we color addresses in orange.

Color is especially useful in Chapter 6, “Low-Level Programming Lan-
guages and Pseudocode.” Instructions are color coded to differentiate the
parts of an instruction. The operation code is blue, the register designa-
tion is clear, and the addressing mode specifier is green. Operands are
shaded gray. As in other chapters, addresses are in orange.

Instructor’s Resources

For the instructor, slides in PowerPoint format, a test bank, and answers
to the book’s end-of-chapter exercises are available for free download at
http://go.jblearning.com/CSI8e.
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