
Digital  
Health Care
Perspectives, Applications, and Cases

Phillip Olla, PhD, CEng, MBSC
CEO, Audacia Bioscience

Joseph Tan, PhD 
Professor in eHealth/eBusiness Innovation McMaster 

University



World Headquarters 
Jones & Bartlett Learning
25 Mall Road
Burlington, MA 01803
978-443-5000
info@jblearning.com
www.jblearning.com

Jones & Bartlett Learning books and products are available through most bookstores and online booksellers. To contact Jones & Bartlett Learning directly, call 
800-832-0034, fax 978-443-8000, or visit our website, www.jblearning.com.

Copyright © 2023 by Jones & Bartlett Learning, LLC, an Ascend Learning Company

All rights reserved. No part of the material protected by this copyright may be reproduced or utilized in any form, electronic or mechanical, including photocopy-
ing, recording, or by any information storage and retrieval system, without written permission from the copyright owner.

The content, statements, views, and opinions herein are the sole expression of the respective authors and not that of Jones & Bartlett Learning, LLC. Reference 
herein to any specific commercial product, process, or service by trade name, trademark, manufacturer, or otherwise does not constitute or imply its endorsement 
or recommendation by Jones & Bartlett Learning, LLC and such reference shall not be used for advertising or product endorsement purposes. All trademarks 
displayed are the trademarks of the parties noted herein. Digital Health Care: Perspectives, Applications, and Cases is an independent publication and has not been 
authorized, sponsored, or otherwise approved by the owners of the trademarks or service marks referenced in this product.

There may be images in this book that feature models; these models do not necessarily endorse, represent, or participate in the activities represented in the images. 
Any screenshots in this product are for educational and instructive purposes only. Any individuals and scenarios featured in the case studies throughout this product 
may be real or fictitious but are used for instructional purposes only.

The authors, editor, and publisher have made every effort to provide accurate information. However, they are not responsible for errors, omissions, or for any outcomes 
related to the use of the contents of this book and take no responsibility for the use of the products and procedures described. Treatments and side effects described 
in this book may not be applicable to all people; likewise, some people may require a dose or experience a side effect that is not described herein. Drugs and medical 
devices are discussed that may have limited availability controlled by the Food and Drug Administration (FDA) for use only in a research study or clinical trial. Research, 
clinical practice, and government regulations often change the accepted standard in this field. When consideration is being given to use of any drug in the clinical setting, 
the healthcare provider or reader is responsible for determining FDA status of the drug, reading the package insert, and reviewing prescribing information for the most 
up-to-date recommendations on dose, precautions, and contraindications, and determining the appropriate usage for the product. This is especially important in the 
case of drugs that are new or seldom used.

15397-2

Production Credits
Vice President, Product Management: Marisa R. Urbano
Vice President, Content Strategy and Implementation: Christine Emerton
Director, Product Management: Matthew Kane
Product Manager: Sophie Fleck Teague
Director, Content Management: Donna Gridley
Manager, Content Strategy: Carolyn Pershouse
Content Strategist: Tess Sackmann
Content Coordinator: Mark Restuccia
Director, Project Management and Content Services: Karen Scott
Project Manager: John Coakley
Senior Digital Project Specialst: Angela Dooley
Senior Marketing Manager: Susanne Walker

Content Services Manager: Colleen Lamy
Vice President, Manufacturing and Inventory Control: Therese Connell
Composition: Straive
Project Management: Straive
Cover Design: Briana Yates
Text Design: Briana Yates
Media Development Editor: Faith Brosnan
Rights & Permissions Manager: John Rusk
Rights Specialist: James Fortney
Cover Image (Title Page, Part Opener, Chapter Opener): © tj-rabbit/ 
Shutterstock; © shulz/E+/Getty Images.
Printing and Binding: LSC Communications

Library of Congress Cataloging-in-Publication Data

Names: Olla, Phillip, author. | Tan, Joseph K. H., author. 
Title: Digital health care : perspectives, applications, and cases / 
Phillip Olla, Joseph Tan. 
Description: First edition. | Burlington, Massachusetts : Jones & Bartlett 
Learning, [2023] | Includes index. 
Identifiers: LCCN 2021053725 | ISBN 9781284153859 (paperback) 
Subjects: LCSH: Medical telematics. | Internet in medicine. | BISAC: 
BUSINESS & ECONOMICS / Human Resources & Personnel Management 
Classification: LCC R119.95 .O45 2023 | DDC 610.285–dc23/eng/20211122 
LC record available at https://lccn.loc.gov/2021053725 

6048

Printed in the United States of America
26 25 24 23 22 10 9 8 7 6 5 4 3 2 1

Substantial discounts on bulk quantities of Jones & Bartlett Learning publications are available to corporations, professional associations, and other 
qualified organizations. For details and specific discount information, contact the special sales department at Jones & Bartlett Learning via the above contact 
information or send an email to specialsales@jblearning.com.



 We hereby dedicate this book to our immediate family members.

For Phillip Olla, they would be Yazmin, Joelle, Gabriel, and Zayne, his 
wise and enthusiastic wife Venus, and his mother for their constant 
prayers and encouragement; for Joseph Tan, his son, Joshia as well 
as his wife, Leonie, have always been understanding, encouraging, 

and supportive for everything in his wish list.

–Phillip Olla and Joseph Tan



iv  © shulz/E+/Getty Images.

Brief Contents

Preface xii
Acknowledgments xiv
About the Authors xv
Contributors xvi
Foreword xxii

PART I Laying Out the Digital Health Foundation 1

CHAPTER 1 Charting a Roadmap for Digital Health  
Informatics (DHI)  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 3

CHAPTER 2 Health Informatics Overview  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .17

CHAPTER 3 Health Informatics Databases  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 35

CHAPTER 4 Digitizing the Medical Record   .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 51

PART 2  Identifying Key Digital Health Developments, 
Methods, & Challenges 75

CHAPTER 5 Big Data Analytics & Artificial Intelligence  
in Health Care  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 77

CHAPTER 6 Public Health Informatics: Equity, Ethical,  
& Privacy Considerations  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 91

CHAPTER 7 Security & Privacy Issues  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 105

PART 3 Emphasizing Digital Health Core Technologies 115

CHAPTER 8 Clinical Decision Support Systems  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 117

CHAPTER 9 Consumer Health Informatics  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 137



CHAPTER 10 Consumer Health Informatics Tools   .  .  .  .  .  .  .  .  .  .  .  .  . 149

CHAPTER 11 Compliance and Privacy of Health Information   .  .  . 161

PART 4 Exploring Digital Health Emerging Technologies 171

CHAPTER 12 Sensors and Wearable Electronics  
in Health Care  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 173

CHAPTER 13 Personalized Medicine, 3D Printing,  
and Digital Therapeutics   .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 189

CHAPTER 14 Technology Transforming Health Care   .  .  .  .  .  .  .  .  .  . 199

PART 5 Supplemental Cases 209

CHAPTER 15 Case Studies  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 211

Glossary 267
Index 273

Brief Contents v



vi  © shulz/E+/Getty Images.

Contents

Preface   .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . xii
Acknowledgments  .  .  .  .  .  .  .  .  .  .  .  .  .  . xiv
About the Authors  .  .  .  .  .  .  .  .  .  .  .  .  .  . xv
Contributors  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . xvi
Foreword  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . xxii

PART I    Laying Out the 
Digital Health 
Foundation 1

CHAPTER 1 Charting a Roadmap  
for Digital Health  
Informatics (DHI)  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 3
Phillip Olla and Joseph Tan � � � � � � � � � � � � � � � 3

1   Introduction  . . . . . . . . . . . . . . . . . . . . . . . . 3
2     The DHI Evolution  . . . . . . . . . . . . . . . . . . . 4

2.1   Phases of DH Evolution . . . . . . . . . . . . . . . 4

3     DHI Components . . . . . . . . . . . . . . . . . . . . 6
3.1   Data and Information  . . . . . . . . . . . . . . . . 6
3.2   Technological Infrastructure  . . . . . . . . . . . 6
3.3   Patient-Centric Care . . . . . . . . . . . . . . . . . . 7
3.4   Emerging Technology  . . . . . . . . . . . . . . . . 8
3.5   Regulatory Issues  . . . . . . . . . . . . . . . . . . . 8

4     Organization of This DHI Text  . . . . . . . . . . 9
4.1    Part 1: Laying Out the Digital Health 

Foundation . . . . . . . . . . . . . . . . . . . . . . . . 9
4.2   Part 2: Identifying Key Digital Health 

Developments, Methods, and Challenges . 10
4.3   Part 3: Emphasizing Digital Health Core 

Technologies . . . . . . . . . . . . . . . . . . . . . . 10
4.4   Part 4: Exploring Digital Health Emerging 

Technologies . . . . . . . . . . . . . . . . . . . . . . 11
4.5   Part 5: Supplementing Short Case Studies. . 12

5   Conclusion . . . . . . . . . . . . . . . . . . . . . . . . 13
Discussion Questions  . . . . . . . . . . . . . . . . . 15
References . . . . . . . . . . . . . . . . . . . . . . . . . . 15

CHAPTER 2 Health Informatics 
Overview  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 17
Jiban Khuntia, Matilda Mustapha,  

and Joseph Tan  � � � � � � � � � � � � � � � � � � � � � � 17

1   Introduction  . . . . . . . . . . . . . . . . . . . . . . . 17
2   HI Evolution  . . . . . . . . . . . . . . . . . . . . . . . 18
3   Key HI Domains and Subfields . . . . . . . . 18

3.1   Medical (or Biomedical) Informatics and 
Precision Medicine . . . . . . . . . . . . . . . . . . 19

3.2  Nursing Informatics . . . . . . . . . . . . . . . . . 20
3.3  Pathology Informatics  . . . . . . . . . . . . . . . 20
3.4  Clinical Research Informatics . . . . . . . . . . 22
3.5  Imaging Informatics . . . . . . . . . . . . . . . . . 22
3.6  Public Health Informatics  . . . . . . . . . . . . 23
3.7  Home Health Informatics. . . . . . . . . . . . . 24

4   Key HI Issues and Challenges . . . . . . . . . 25
4.1  Data Management . . . . . . . . . . . . . . . . . . 26
4.2  Data Quality Management . . . . . . . . . . . . 26
4.3   Data Security and Privacy  . . . . . . . . . . . . 27
4.4  Other Challenges . . . . . . . . . . . . . . . . . . . 27

5   Rethinking Health IT in the  
Digital Age  . . . . . . . . . . . . . . . . . . . . . . . . 28

5.1  The Concept of Workflow Alignment. . . . 29
5.2   Leveraging Health IT to Change  

Workflows . . . . . . . . . . . . . . . . . . . . . . . . 29
5.3  Where Do We Start and How?  . . . . . . . . 29
5.4  What to Do Going Forward? . . . . . . . . . . 30

6   Conclusion . . . . . . . . . . . . . . . . . . . . . . . . 31
Discussion Questions  . . . . . . . . . . . . . . . . . 33
References . . . . . . . . . . . . . . . . . . . . . . . . . . 33



CHAPTER 3 Health Informatics 
Databases  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 35
Michael Hall � � � � � � � � � � � � � � � � � � � � � � � � � � � 35

1   Introduction  . . . . . . . . . . . . . . . . . . . . . . . 35
2     Designing Medical Informatics  

Databases . . . . . . . . . . . . . . . . . . . . . . . . . 36
3     Health Informatics Databases  

Challenges . . . . . . . . . . . . . . . . . . . . . . . . 38
4   Strategy and Leadership Solutions . . . . . 40

4.1  Leadership and Solutions . . . . . . . . . . . . . 40
4.2   Health Informatics as Management 

Information Systems  . . . . . . . . . . . . . . . . 41
4.3  Transforming Data into Knowledge  

Elements . . . . . . . . . . . . . . . . . . . . . . . . . 42
4.4  The Database . . . . . . . . . . . . . . . . . . . . . . 45

5   Conclusion . . . . . . . . . . . . . . . . . . . . . . . . 47
Discussion Questions  . . . . . . . . . . . . . . . . . 48
References . . . . . . . . . . . . . . . . . . . . . . . . . . 48

CHAPTER 4 Digitizing the Medical 
Record Infrastructure   .  .  .  .  .  .  .  .  .  .  .  . 51
Debra M� Wolf and Sue Evans  � � � � � � � � � � � � 51

1   Introduction  . . . . . . . . . . . . . . . . . . . . . . . 51
2   Background on EMRS . . . . . . . . . . . . . . . 53

2.1   The Evolution of Electronic Health  
Records . . . . . . . . . . . . . . . . . . . . . . . . . . 53

2.2  Policy History  . . . . . . . . . . . . . . . . . . . . . 54

3     EHR versus EMR versus PHR (Personal 
Health Record) . . . . . . . . . . . . . . . . . . . . . 55

3.1  EHR Advantages  . . . . . . . . . . . . . . . . . . . 56
3.2  EHR Disadvantages . . . . . . . . . . . . . . . . . 56
3.3  EHR versus EMR: Benefits . . . . . . . . . . . . 57
3.4  PHR: Personal Health Records . . . . . . . . . 57

4   EHR Infrastruture Issues . . . . . . . . . . . . . 59
4.1  EHR Vendors and Vendor Selection . . . . . 59
4.2   Information Networks and Information 

Exchange  . . . . . . . . . . . . . . . . . . . . . . . . 61
4.3  EHR Adoption, Interoperability, and MU . . 62
4.4  Device Integration  . . . . . . . . . . . . . . . . . . 63

5   Factors Affecting EHR/EMR Success . . . 64
5.1   Standardized Terminology and Language 

Affecting EHRs. . . . . . . . . . . . . . . . . . . . . 64
5.2  Effectiveness and ROI of EHR/EMR . . . . . 65

6   Conclusion . . . . . . . . . . . . . . . . . . . . . . . . 68
6.1  Lessons Learned  . . . . . . . . . . . . . . . . . . . 69
6.2  Future of Electronic Health Systems . . . . . 69
6.3  Ownership and Decision-Making . . . . . . . 70
6.4   Integration of AI, Machine Learning, 

Augmented Reality, Virtual Reality,  
and mHealth Technology in  
Electronic Health Systems . . . . . . . . . . . . 70

Discussion Questions  . . . . . . . . . . . . . . . . . 72
References . . . . . . . . . . . . . . . . . . . . . . . . . . 72

PART 2   Identifying Key 
Digital Health 
Developments, 
Methods, and 
Challenges 75

CHAPTER 5 Big Data Analytics  
and Artificial Intelligence  
in Health Care   .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 77
Joseph Tan, Rajib Biswas,  

and Phillip Olla  � � � � � � � � � � � � � � � � � � � � � � 77

1   Introduction  . . . . . . . . . . . . . . . . . . . . . . . 77
1.1  Aligning AI with Health Care . . . . . . . . . . 78
1.2  Machine Learning (ML) . . . . . . . . . . . . . . 79
1.3  Natural Language Processing . . . . . . . . . . 79

2   Big Data Analytics  . . . . . . . . . . . . . . . . . . 80
2.1  Objective of BDA . . . . . . . . . . . . . . . . . . . 80
2.2  Key Elements for BDA . . . . . . . . . . . . . . . 81
2.3  Beneficial Effects of BDA . . . . . . . . . . . . . 81

3   BDA and AI in Health Care  . . . . . . . . . . . 83
3.1  Clinical Applications . . . . . . . . . . . . . . . . 83
3.2  Research  . . . . . . . . . . . . . . . . . . . . . . . . . 84
3.3  Administrative Applications . . . . . . . . . . . 85
3.4   The Case of AI at Humber River  

Hospital  . . . . . . . . . . . . . . . . . . . . . . . .85

4     BDA and AI Challenges in Health Care . . 86
4.1  Privacy and Security  . . . . . . . . . . . . . . . . 86
4.2  Ethics  . . . . . . . . . . . . . . . . . . . . . . . . . . . 86
4.3  Data Quality and Integration . . . . . . . . . . 86
4.4  AI and Patient Safety . . . . . . . . . . . . . . . . 86
4.5  AI Implementation Risk . . . . . . . . . . . . . . 87

5   Conclusion . . . . . . . . . . . . . . . . . . . . . . . . 87

viiContents



Discussion Questions  . . . . . . . . . . . . . . . . . 88
References . . . . . . . . . . . . . . . . . . . . . . . . . . 88

CHAPTER 6 Public Health 
Informatics: Equity, Ethical, and 
Privacy Considerations  .  .  .  .  .  .  .  .  .  .  .91
 Joanne Kearon, Nancy Pham, Turna 

Chowdhury, and Joseph Tan � � � � � � � � � � � � 91

1   Introduction  . . . . . . . . . . . . . . . . . . . . . . . 91
2   Public Health . . . . . . . . . . . . . . . . . . . . . . 92

2.1  What Is Public Health?  . . . . . . . . . . . . . . 92
2.2  Gaps in PH Technology  . . . . . . . . . . . . . 93
2.3  Opportunities in PH Technology . . . . . . . 94

3     Public Health Informatics (PHI) and 
COVID-19 Pandemic  . . . . . . . . . . . . . . . . 95

3.1  Patient Illness Surveillance . . . . . . . . . . . . 95
3.2  Geographic Spread  

of Pandemic . . . . . . . . . . . . . . . . . . . . . . . 95
3.3  Hospitalization Surveillance . . . . . . . . . . . 96

4   Ethics  . . . . . . . . . . . . . . . . . . . . . . . . . . . . 97
4.1  PH Ethics  . . . . . . . . . . . . . . . . . . . . . . . . 97
4.2  Ethical Implications in Informatics  . . . . . 98

5   Equity  . . . . . . . . . . . . . . . . . . . . . . . . . . . . 98
5.1  Equity versus Equality  . . . . . . . . . . . . . . 98
5.2  Equity Implications of Informatics in PH . 98

6   Privacy  . . . . . . . . . . . . . . . . . . . . . . . . . . . 99
6.1  Why Privacy Matters  . . . . . . . . . . . . . . . . 99
6.2  Laws on Privacy Protection  . . . . . . . . . . . 99
6.3  Informatics, Privacy, and Public Health . 100

7   Conclusion . . . . . . . . . . . . . . . . . . . . . . . 100
Discussion Questions  . . . . . . . . . . . . . . . . 101
References . . . . . . . . . . . . . . . . . . . . . . . . . 101

CHAPTER 7 Security and Privacy 
Issues  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .105
Phillip Olla, Joseph Tan, Lauren Elliott,  

and Mustafa Abumeeiz � � � � � � � � � � � � � � � 105

1   Introduction  . . . . . . . . . . . . . . . . . . . . . . 105
2   Key Privacy-Related Terms . . . . . . . . . . 107

2.1  Privacy . . . . . . . . . . . . . . . . . . . . . . . . . . 107
2.2  Security . . . . . . . . . . . . . . . . . . . . . . . . . 107
2.3  Confidentiality . . . . . . . . . . . . . . . . . . . . 108
2.4  Consent . . . . . . . . . . . . . . . . . . . . . . . . . 108

2.5  Security Threats . . . . . . . . . . . . . . . . . . . 109

3   Historical Perspective and Basic  
Security Measures . . . . . . . . . . . . . . . . . 111

3.1  Basic Security Measures  . . . . . . . . . . . . 111
3.2   Enforcement of Digital Securities  

Standards in Health Care . . . . . . . . . . . . 112

4   Conclusion . . . . . . . . . . . . . . . . . . . . . . . 112
4.1  Future Perspective . . . . . . . . . . . . . . . . . 112

Discussion Questions  . . . . . . . . . . . . . . . . 113
References . . . . . . . . . . . . . . . . . . . . . . . . . 113

PART 3   Emphasizing 
Digital Health Core 
Technologies 115

CHAPTER 8 Clinical Decision  
Support Systems  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 117
Mountasser Kadrie � � � � � � � � � � � � � � � � � � � � 117

1   Introduction  . . . . . . . . . . . . . . . . . . . . . . 117
1.1  What Is CDSS?  . . . . . . . . . . . . . . . . . . . 118

2   CDSS Background . . . . . . . . . . . . . . . . . 118
2.1  CDSS History . . . . . . . . . . . . . . . . . . . . . 118
2.2   CDSS Classes, Types, and Categories . . . 119
2.3  Use Cases for CDSS . . . . . . . . . . . . . . . . 120
2.4  CDSS End-Users  . . . . . . . . . . . . . . . . . . 121
2.5  CDSS Benefiting Value-Based Care and 

COVID-19 . . . . . . . . . . . . . . . . . . . . . . . 123

3   Impact on Patient Care and Business 
Processes . . . . . . . . . . . . . . . . . . . . . . . . 124

3.1  Benefits of CDSS . . . . . . . . . . . . . . . . . . 124
3.2  CDSS Scope of Use and Developments  . 124
3.3  CDSS Role Toward Informed  

Patient Care . . . . . . . . . . . . . . . . . . . . . . 125
3.4  Extending CDSS Use into Business  

Decisions and Related Workflows  . . . . . 127

4   Integrating CDSS in Health Care  . . . . . 128
4.1  CDSS Potential and Complexities . . . . . . 129
4.2  Challenges of Implementing CDSS  . . . . 129
4.3  CDSS and User Acceptance . . . . . . . . . . 130
4.4  CDSS and User Fatigue . . . . . . . . . . . . . 130

5   Conclusion . . . . . . . . . . . . . . . . . . . . . . . 131
5.1  CDSS from Adoption  

to Adaptation . . . . . . . . . . . . . . . . . . . . . 131

viii Contents



5.2  CDSS and the Way Forward. . . . . . . . . . 131
5.3  Final Thoughts  . . . . . . . . . . . . . . . . . . . 132

Discussion Questions  . . . . . . . . . . . . . . . . 133
References . . . . . . . . . . . . . . . . . . . . . . . . . 133

CHAPTER 9 Consumer Health 
Informatics  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .137
Mountasser Kadrie � � � � � � � � � � � � � � � � � � � 137

1   Introduction  . . . . . . . . . . . . . . . . . . . . . . 137
2   Consumer Health Informatics  . . . . . . . 138

2.1  Overview . . . . . . . . . . . . . . . . . . . . . . . . 138
2.2  CHI Creates Patient Engagement  

and Innovation  . . . . . . . . . . . . . . . . . . . 138
2.3  CHI Features . . . . . . . . . . . . . . . . . . . . . 140

3   CHI Benefits . . . . . . . . . . . . . . . . . . . . . . 140
3.1  Integrating CHI into Health Care . . . . . . 140

4   CHI and COVID-19 Pandemic  . . . . . . . . 142
4.1  Consumer Education . . . . . . . . . . . . . . . 142
4.2  Self-Triage . . . . . . . . . . . . . . . . . . . . . . . 142
4.3  Monitoring. . . . . . . . . . . . . . . . . . . . . . . 142
4.4  Social Engagement . . . . . . . . . . . . . . . . . 142
4.5  CHI Solutions  . . . . . . . . . . . . . . . . . . . . 142

5   CHI Effect on Health Care . . . . . . . . . . . 143
6   Conclusion . . . . . . . . . . . . . . . . . . . . . . . 144

6.1  CHI and COVID-19 Revisited  . . . . . . . . 145
6.2  Final Thoughts  . . . . . . . . . . . . . . . . . . . 146

Discussion Questions  . . . . . . . . . . . . . . . . 146
References . . . . . . . . . . . . . . . . . . . . . . . . . 146

CHAPTER 10 Consumer Health 
Informatics Tools .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 149
Mountasser Kadrie � � � � � � � � � � � � � � � � � � � � 149

1   Introduction  . . . . . . . . . . . . . . . . . . . . . . 149
2   Genomic Medicine (GM)  . . . . . . . . . . . . 150

2.1  What Is Genomic Medicine?  . . . . . . . . . 150

3   Mobile Health . . . . . . . . . . . . . . . . . . . . . 151
3.1  What Is mHealth?  . . . . . . . . . . . . . . . . . 151
3.2  Benefits and Barriers of mHealth  . . . . . . 152

4   Precision Medicine . . . . . . . . . . . . . . . . . 154
4.1  What Is PM?  . . . . . . . . . . . . . . . . . . . . . 154
4.2  Traditional One-Size-Fits-All (Generalized)  

to PM (Individual-Personalized) Care . . . . .155
4.3  PM Tools . . . . . . . . . . . . . . . . . . . . . . . . 156

4.4  PM Challenges . . . . . . . . . . . . . . . . . . . . 156

5   Home Telehealth  . . . . . . . . . . . . . . . . . . 156
5.1  HT Benefits . . . . . . . . . . . . . . . . . . . . . . 157

6   Conclusion . . . . . . . . . . . . . . . . . . . . . . . 158
Discussion Questions  . . . . . . . . . . . . . . . . 159
References . . . . . . . . . . . . . . . . . . . . . . . . . 159

CHAPTER 11 Compliance and  
Privacy of Health Information  .  .  .  . 161
Mountasser Kadrie � � � � � � � � � � � � � � � � � � � 161

1   Introduction  . . . . . . . . . . . . . . . . . . . . . . 161
2   Key Factors Affecting Compliance . . . . 162
3   Privacy Policy Practices . . . . . . . . . . . . . 163
4   Privacy and Regulation Challenges  . . . 164
5   Conclusion . . . . . . . . . . . . . . . . . . . . . . . 168
Discussion Questions  . . . . . . . . . . . . . . . . 168
References . . . . . . . . . . . . . . . . . . . . . . . . . 169

PART 4  Exploring Digital 
Health Emerging 
Technologies 171

CHAPTER 12 Sensors and Wearable 
Electronics in Health Care   .  .  .  .  .  .  .173
Eman El-Masri, Aya Abu-Libdeh, Haleh 

Nazemi, Phillip Olla, and Arezoo 
 Emadi � � � � � � � � � � � � � � � � � � � � � � � � � � � � � 173

1   Introduction  . . . . . . . . . . . . . . . . . . . . . . 173
2   Types of Wearables and Sensors  . . . . . 174

2.1  mHealth Apps . . . . . . . . . . . . . . . . . . . . 176
2.2  Point-of-Care Devices . . . . . . . . . . . . . . . 177
2.3  In Vivo Sensors  . . . . . . . . . . . . . . . . . . . 177
2.4  Biodegradable  Pressure  

Sensors  . . . . . . . . . . . . . . . . . . . . . . . . . 177
2.5  Electronic Pills (EP) . . . . . . . . . . . . . . . . 177
2.6  Continuous Glucose Monitoring  

Systems . . . . . . . . . . . . . . . . . . . . . . . . . 178
2.7  Smart Tattoos . . . . . . . . . . . . . . . . . . . . . 178

3   Derma Sensors  . . . . . . . . . . . . . . . . . . . 179
3.1  Smart Watches . . . . . . . . . . . . . . . . . . . . 179

Contents ix



3.2  Smart Clothing  . . . . . . . . . . . . . . . . . . . 180
3.3  Smart Headbands  . . . . . . . . . . . . . . . . . 180
3.4  Smart Skin Adhesive Patches . . . . . . . . . 180

4   Pros and Cons of Wearables and  
Sensors, Combined with IoT . . . . . . . . . 182

4.1  Advantages  . . . . . . . . . . . . . . . . . . . . . . 182
4.2  Drawbacks . . . . . . . . . . . . . . . . . . . . . . . 183

5   Conclusion and Future Directions  . . . . 183
5.1  Future Directions . . . . . . . . . . . . . . . . . . 185
5.2  Practical Implications . . . . . . . . . . . . . . . 185

Discussion Questions  . . . . . . . . . . . . . . . . 186
References . . . . . . . . . . . . . . . . . . . . . . . . . 186

CHAPTER 13 Personalized  
Medicine, 3D Printing,  
and Digital Therapeutics  .  .  .  .  .  .  .  .  .189
Phillip Olla, Lauren Elliot, Mustafa  

Abumeeiz, and Joseph Tan � � � � � � � � � � � � 189

1   Introduction  . . . . . . . . . . . . . . . . . . . . . . 189
2   Precision Medicine . . . . . . . . . . . . . . . . . 190

2.1  Personalized Medicine . . . . . . . . . . . . . . 190
2.2  Consumer Genetics  . . . . . . . . . . . . . . . . 191
2.3  CRISPR and Gene Editing . . . . . . . . . . . 192

3   3D Bioprinting  . . . . . . . . . . . . . . . . . . . . 192
3.1  3D Drug Printing . . . . . . . . . . . . . . . . . . 194

4   Digital Therapeutics . . . . . . . . . . . . . . . . 194
4.1  Digital Therapeutics for Diagnosis  

and Treatment . . . . . . . . . . . . . . . . . . . . 194
4.2  Digital Mental Health . . . . . . . . . . . . . . . 194

5   Conclusion . . . . . . . . . . . . . . . . . . . . . . . 195
Discussion Questions  . . . . . . . . . . . . . . . . 196
References . . . . . . . . . . . . . . . . . . . . . . . . . 196

CHAPTER 14 Technology 
Transforming Health Care   .  .  .  .  .  .  .199
Phillip Olla, Lauren Elliott, Mustapha 

Abumeeiz, and Joseph Tan � � � � � � � � � � � � 199

1   Introduction  . . . . . . . . . . . . . . . . . . . . . . 199
2   Robotics and AI in General Healthcare 

Transformation . . . . . . . . . . . . . . . . . . . . 200
2.1  History of Robotics in Health Care . . . . . 200
2.2  AI and Robotics . . . . . . . . . . . . . . . . . . . 200
2.3  Nanomachines . . . . . . . . . . . . . . . . . . . . 200

2.4  Socially Assistive Robotics . . . . . . . . . . . 202

3   Robotics and AI in Telesurgery  
and Teleassessment  . . . . . . . . . . . . . . . 203

3.1  Robotics and AI for Telesurgery and 
Teleassessment . . . . . . . . . . . . . . . . . . . . 203

3.2  Telesurgery  . . . . . . . . . . . . . . . . . . . . . . 203

4   Robotics and AI in Education  . . . . . . . . 204
5   Conclusion . . . . . . . . . . . . . . . . . . . . . . . 206
Discussion Questions  . . . . . . . . . . . . . . . . 206
References . . . . . . . . . . . . . . . . . . . . . . . . . 207

PART 5  Supplemental  
Cases 209

CHAPTER 15 Case Studies  .  .  .  .  .  .  .  . 211
Case 1  Telemedicine in Canada During  

the COVID-19 Crisis . . . . . . . . . . . 211
Case 2  COVID-19 Contact Tracing . . . . . . 213
Case 3  Preparing for Technological 

Malfunction: EHR Infrastructure 
and Downtime . . . . . . . . . . . . . . . . 220

Case 4  Technology Improving Health 
Outcomes  . . . . . . . . . . . . . . . . . . . 222

Case 5  Innovation in Digital Health: Fighting 
the Opioid  
Epidemic with Technology . . . . . . 225

Case 6  Integrating Wearable Fitness Devices 
for Population Healthy  
Lifestyle Changes in Singapore . . 231

Case 7    Preventing and Treating  
Diet-Related Disease  
via Diet-Tracking Apps . . . . . . . . 234

Case 8   Hospital Systems Security . . . . . 236

Case 9    A Filtering System for Greater 
Accuracy Within Eating  
Disorder Diagnosis . . . . . . . . . . . 238

Case 10  PARO: An Artificial Emotional 
Feedback Robot for  
Human–Machine Interaction . . . 240

Case 11  Assessing the Accuracy of Case 
Mix Methodologies (CMMs) for 
Residents with Dementia at a  

x Contents



Long-Term Care Facility in Ontario: 
An Analytical Approach  . . . . . . . 242

Case 12  Pacemaker and Medical  
Devices Security . . . . . . . . . . . . . 247

Case 13 Genetic Genealogy and Privacy . 249
Case 14  Wearable Devices . . . . . . . . . . . . 251
Case 15  Physical Security & Digital  

Hygiene . . . . . . . . . . . . . . . . . . . . 253
Case 16  COVID Vaccination Verification 

Systems . . . . . . . . . . . . . . . . . . . . 255

Case 17  Digital Health Innovations—The 
Virtual Dental Home Program: 
Increasing Access to Dental  
Care Using Teledentistry . . . . . . 257

Case 18  Michigan Medical Facility  
Database Update and Kiosk 
Installation  . . . . . . . . . . . . . . . . . 262

Case 19  Nutrition to Health: An  
Integrative App . . . . . . . . . . . . . . 264 

Glossary  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 267
Index   .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 273

Contents xi



xii  © shulz/E+/Getty Images.

Preface
Digital Health Care: Perspectives, Applications, and 
Cases explores the applications of health infor-
mation technology (IT) and informatics in mul-
tifaceted perspectives that are transforming how 
health care is being delivered around the world. 
It provides a comprehensive series of chapters 
to unveil how digital health is being deployed to 
revolutionize all aspects of the administrative and 
clinical workflows that are typically encountered 
in an evolving health learning system. In addition 
to the general themes such as historical evolution, 
current state-of-the-art reviews, and emerging 
eHealth, telemedicine, mobile health and identi-
fying future trends, this text also provides unique 
insight into digital health transformation in real-
life practices via short case studies as well as real-
world examples.

This digital health informatics text essentially 
covers theory along three distinct viewpoints: 
technological, business, and clinical, while 
providing insight into the intersection of these 
spheres. The multiple contributors explore and 
detail the innovative adoption of core and supple-
mentary digital tools in administrative and clini-
cal settings with specific examples of how these 
innovations affect real-world practices. Moreover, 
some authors emphasize techniques for evaluat-
ing clinical outcomes with the use of these tools 
or devices, such as improved care, performance 
improvement, and cost reduction in clinical set-
tings. Other authors worked on topics that are 
pertinent to comprehend because of the rapid 
digitization of health care, including privacy, 
interoperability, risk analysis and regulatory stan-
dards, and policies. The reader will also discover 
how the clinical setting is being transformed and 
understand the role healthcare professionals must 
undertake to assess, develop, and use health IT 

and informatics to work more efficiently, allocate 
resources more effectively, and improve patient 
care and safety.

This book is written for undergraduate health-
care professionals from multiple disciplines such 
as allied health, nursing, dietetics, health admin-
istration, public health, and health informatics, 
to name just a few. The overarching objective is 
to provide an understanding of how the digitiza-
tion of health care is transforming all aspects of 
how health care is being provided. The content 
is presented in a way that makes it accessible to 
students at various skill levels, independent of 
any prior technology knowledge.

The text is designed to be used also by all 
healthcare professionals, not just medical or clini-
cal practitioners. Students with a background in 
information and communication technology will 
also find the book an important summary of 
the diverse digital health applications, as well as 
presenting the unique challenges emerging from 
this domain. Beyond this, the book emphasizes 
strongly what concepts and technology are emerg-
ing, and the cases help the readers understand 
why some solutions appear to work so much 
better than others. Notably, each chapter and case 
study in this book concludes with questions to 
test the reader’s comprehension of the concepts 
covered and to stimulate discussion. Altogether, 
these chapters with the cases have been created 
and organized to be extensive but applicable for 
a 14- to 16-week semester and focus as much as 
possible on fundamental concepts and principles 
rather than simple descriptions of the basic topics.

Digital health has undergone considerable trans -
formations over the last decade. New approaches  
have emerged, and new techniques and technolo-
gies have been adopted. Previous ideas have fallen 



by the wayside, obsolete because of improved 
computer processing power and artificial intelli-
gence. It would be an unwise undertaking for a 
single author to write a comprehensive textbook 
on digital health informatics. We have therefore 
invited experts from diverse disciplines to col-
laborate to develop a textbook that will include 
information that will have a long shelf life. The 
research and practical aspects of digital health 
develop rapidly, and it is very easy to create mate-
rials that date quickly. Hence, it is a tough bal-

ance between creating an introductory textbook 
that explores the core digital health informatics 
concepts required to understand our discipline 
with a unified voice or an encyclopedic multi-
authored textbook that aims to do everything 
but may have too many voices that can easily 
overwhelm the readers. For this reason, we have 
struck an equilibrium and managed to keep a 
unified voice.

Phillip Olla and Joseph Tan
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Foreword
There is no denying the tremendous impact digi-
tal health is having on transforming global health 
systems. As the world deals with the aftermath 
of the COVID-19 pandemic, digital health tech-
nologies deployed during the pandemic are now 
being adapted to traditional healthcare delivery 
models to create new models of care. The end 
goals are to educate healthcare consumers so they 
can be better informed and self-managed when 
and where necessary, to enlighten care provid-
ers so they can better coordinate the delivery of 
connected care as envisioned, and to empower 
policymakers so they can better reallocate limited 
resources available to meet competing needs and 
wants for prioritizing and safeguarding public 
safety, health, and well-being.

Although digital health systems existed in a 
mature state before the onset of the global pan-
demic in 2020, healthcare organizations were 
resistant to change because of the status quo, bill-
ing models, and healthcare policies that favored 
more traditional face-to-face care. This is chang-
ing, and we can now expect to see increasing use 
of telemedicine for diagnostics, treatments, and 
round-the-clock monitoring in enhancing the 
safety and efficiency of health care. Digital health 
is also being deployed to improve supply chains 
and logistics and reduce the cost of delivering 
care. Data sciences and data analytics are now 
central to health learning systems, either as a 
scheme to managing Big Data or as a foundation 

for artificial intelligence tools to support surveil-
lance, planning, and care management as well as 
personalized treatment protocols.

Over the past decade there has been a dis-
tinctive and gradual transference in the power 
dynamics between medical practitioners and the 
patient, transforming the health systems toward 
a more personalized, patient-centered, and intel-
ligent system. Unfortunately, as with any disrup-
tive technology, the evolution of digital health 
is also manifesting unforeseen health data chal-
lenges such as data ownership, control, man-
agement, and monetization. A more immediate 
critical challenge is how to maintain privacy, 
security, and confidentiality in a world where all 
data repositories are now even more vulnerable 
to cyber hackers.

In this comprehensive work, Drs. Phillip Olla 
and Joseph Tan offer broad and deep insights to 
the key concepts, multifaceted approaches, and 
noted challenges in digital health, emphasizing 
core and emerging digital health technologies 
that today’s health practitioners and practicing 
students must learn to adopt in the coming era of 
post-pandemic healthcare. The book is certainly 
going to be more valued by practitioners, for the 
mini case studies in its final part, connecting theo-
retical understanding with real world practices 
and problem-solving.

Stephen Bartol, MD, MBA, FRCSC


