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Preface

Purpose of This Text

This text is part of the Information Systems Security & Assurance (ISSA) Series from Jones & 

Bartlett Learning (www.issaseries.com). Designed for courses and curriculums in IT Security, 

Cybersecurity, Information Assurance, and Information Systems Security, this series fea-

tures a comprehensive, consistent treatment of the most current thinking and trends in this 

critical subject area. These titles deliver fundamental information security principles packed 

with real-world applications and examples. Authored by Certified Information Systems 

Security Professionals (CISSPs) and experienced cybersecurity consultants, this series 

delivers comprehensive information on all aspects of information security. Reviewed word 

for word by leading technical experts in the field, these texts are not just current but forward 

thinking—putting you in the position to solve the cybersecurity challenges not just of today 

but also of tomorrow.

Part I of this text on information security fundamentals focuses on new risks, threats, 

and vulnerabilities associated with the transformation to a digital world and the Internet of 

Things (IoT). Individuals, students, educators, businesses, organizations, and governments 

have changed how they communicate, share personal information and media, and do busi-

ness. Led by the vision of the IoT, the Internet and broadband communications have entered 

into our everyday lives. This digital revolution has created a need for information systems 

security. With recent compliance laws requiring organizations to protect and secure private 

data and reduce liability, information systems security has never been more recognized than 

it is now.

Part II is adapted from CompTIA’s Security+ professional certification. CompTIA’s 

Security+ is the most widely accepted foundational, vendor-neutral IT security knowledge 

and skills professional certification. As a benchmark for foundational knowledge and best 

practices in IT security, the Security+ professional certification includes the essential prin-

ciples for network security, operational security, and compliance. Also covering application, 

data, and host security, threats and vulnerabilities, access control, identity management, 

and cryptography, the Security+ certification provides a solid foundation for an IT security 

career.

Part III of this text provides a resource for readers and students desiring more informa-

tion on information security standards, education, professional certifications, and recent 

compliance laws. These resources are ideal for students and individuals desiring additional 

information about educational and career opportunities in information systems security.
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New to This Edition

This new edition has been updated to reflect the security environments you will encounter 

in today’s organizations. The content has been slightly reorganized, extended, and refreshed 

to ensure that it covers the latest trends, standards, and industry best practices. Part I, The 

Need for Information Security, covers how today’s complex business environments have 

changed due to technological and cultural influences and how those changes impact secu-

rity. Part II, Securing Today’s Information Systems, continues the discussion from Part I to 

form the core material of the text. In Part II we dig into the various aspects and domains of 

cybersecurity and discuss how security applies in each case. This edition retains the techni-

cal information from previous editions but frames discussions in the context of satisfying 

business goals at the strategic level. Additional focus is placed on continuity and emerging 

strategic concerns. And, finally, Part III, Information Security Standards, Certifications, 

and Laws, presents an up-to-date overview of various external governance influences that 

inform security-related decisions and strategy. This latest edition provides the most com-

prehensive coverage to date of how to implement enterprise security as a strategic organiza-

tional objective.

Cloud Labs

This text is accompanied by Cybersecurity Cloud Labs. These hands-on virtual labs provide 

immersive mock IT infrastructures where students can learn and practice foundational 

cybersecurity skills as an extension of the lessons in this text. For more information or to 

purchase the labs, visit go.jblearning.com/Kim4e. 

Learning Features

The writing style of this text is practical and conversational. Step-by-step examples of infor-

mation security concepts and procedures are presented throughout the text. Each chapter 

begins with a statement of learning objectives. Illustrations are used to clarify the mate-

rial and vary the presentation. The text is sprinkled with Notes, Tips, FYIs, Warnings, and 

Sidebars to alert the reader to additional helpful information related to the subject under 

discussion. Chapter assessments appear at the end of each chapter, with solutions provided 

in the back of the text.

Chapter summaries are included in the text to provide a rapid review or preview of the 

material and to help students understand the relative importance of the concepts presented.
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Audience
The material is suitable for undergraduate or graduate computer science majors or informa-

tion science majors, students at a two-year technical college or community college who have 

a basic technical background, or readers who have a basic understanding of IT security and 

want to expand their knowledge.
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