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This text is dedicated to our readers and students and the IT professionals who are pursuing careers in information
systems security. May you find learning about hacking for ethical purposes to be a rewarding endeavor, and have a
lot of fun in the process.
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Purpose of This Text

This text is part of the Information Systems Security & Assurance Series from Jones &
Bartlett Learning (www.jblearning.com). Designed for courses and curricula in IT security,
cybersecurity, information assurance, and information systems security, this series features
a comprehensive, consistent treatment of the most current thinking and trends in this
critical subject area. These titles deliver fundamental information security principles packed
with real-world applications and examples. Authored by Certified Information Systems
Security Professionals (CISSPs), the text delivers comprehensive information on all aspects
of information security. Reviewed word for word by leading technical experts in the field,
these texts are not just current but also forward-thinking—putting you in the position to
solve the cybersecurity challenges not just of today, but of tomorrow as well.

The first part of this text on information security examines the landscape, key terms, and
concepts that a security professional needs to know about hackers and computer criminals
who break into networks, steal information, and corrupt data. It covers the history of
hacking and the standards of ethical hacking. The second part provides a technical overview
of hacking: how attackers target networks and the methodology they follow. It reviews
the various techniques attackers apply, including passive and active reconnaissance, port
scanning, enumeration, malware, sniffers, denial of service, and social engineering. The
third part of the text reviews incident response and defensive technologies, including how
to respond to hacking attacks and how to fend them off, especially in an age of increased
reliance on cloud environments and distributed applications.

Learning Features

The writing style of this text is practical and conversational. Each chapter begins with a
statement of learning objectives. Step-by-step examples of information security concepts
and procedures are presented throughout the text. Illustrations are used to both clarify
the material and vary the presentation. Sprinkled throughout are a wealth of Notes, Tips,
FYIs, Warnings, and sidebars to alert the reader to additional helpful information related to
the subject under discussion. Chapter Assessments appear at the end of each chapter, with
solutions provided in the back of the text.

Chapter summaries are included in the text to provide a rapid review or preview of the
material and to help students understand the relative importance of the concepts presented.
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Preface

New to This Edition

This new edition has been updated to better reflect the infrastructures and security threats
readers are most likely to encounter in today’s organizations. The content has been slightly
reorganized, extended, and refreshed to ensure that it covers the latest cybersecurity attack
trends, tools and techniques, and industry best practices.

Part I, Foundations of Hacking, covers many of the threats that today’s distributed IT
environments face, along with some skills and basic knowledge that ethical hackers need
to be successful. The chapter that covers Linux and penetration testing was moved into this
part so that readers would be introduced to ethical hacking activities earlier in the text.

Part 11, Hacker Techniques and Tools, continues the discussion from Part I to form the
core technical material of the text. In Part I, we dig into the various aspects of carrying out
ethical hacking activities, including reconnaissance, enumeration exploitation, and attacks
on web, database, wireless, and mobile environments. This edition retains the technical
information from previous editions but updates the tools and techniques to reflect the
latest state of the art. Additional emphasis is placed on planning, scoping, and carrying a
penetration testing plan.

Finally, Part 111, Defensive Tools and Techniques, extends the content from previous
editions to go beyond incident response and cover key defensive techniques and best
practices. This latest edition provides the most comprehensive coverage to date of how to
implement an ethical hacking initiative as a strategic organizational objective.

Audience

This material is suitable for undergraduate or graduate computer science majors or
information science majors, students at a two-year technical college or community college
who have a basic technical background, and readers who have a basic understanding of IT
security and want to expand their knowledge.

Cloud Labs

This text is accompanied by Cloud Labs. These hands-on virtual labs provide immersive
mock IT infrastructures where students can learn and practice foundational cybersecurity
skills as an extension of the lessons in this text. For more information or to purchase the
labs, visit http://go.jblearning.com/ethicalhacking4e.
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